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What is TCP Protocol?

Kaxeo e TCP?

-

MpesoB NpoTOKOJI 32 ynpaBJieHHe Ha
obMsAHaTa Ha HHQOpMaLHA
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SarJiaBHa YyacT Ha Lk

TCP Header

Bits 0-15 16-31
0 Source port Destination port
32 Sequence number
64 Acknowledgment number
96 Offset | Reserved Flags Window size
128 Checksum Urgent pointer
160 Options




KakBO ca
coOKeTuTe?

3a KaKBO ce
U3I10JI13BaT?

J




PERMANENT
KNOWN PORT

Client
The client initiates the connectiontoa
known port on the server from whichever
port is available on the client.

OUtput streams are connected to the sockets
on the specified ports.

' The server accepts the onnection. Input and

ANY UNUSED
PORT



IPv4

Address Size:
32-hit number

Address Format:

Dotted Decimal Notation:

192.168.1.1

Prefix Notation:
255.255.255.0
/24

Number of addresses:
2%%32 = 4,294 967,296

IPv6

Address Size:
128-bit number

Address Format:
Hexadecimal Notation:
fe80::94db:946e:8d4de:129%e

Prefix Notation:
/64

Number of addresses:
5t 0
340,282,366,920,938,463,463,374,607,
431,768,211,456



lopTOoBE

KakBo ca moptoBeTe?

3a KaKBO ce u3I1oJi3BatT??

BunoBe







Well-Known Ports

Service Port Function
HTTP 80 Web traffic
HTTPS 443 Secure web traffic
FTP 20, 21 File transfer
DNS 53 Name resolution
SMTP 25 Internet mail
POP3 110 Post Office Protocol (POP) mailbox
IMAP 143 Internet Message Access Protocol (IMAP) Mailbox
Telnet 23 Remote login
SSH 22 Secure remote logn




sends data. receives data.
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TCP HANDSHAKE
SYN
—
SYN ACK —
=
ACK
SENDER  ==——==3 RECEIVER

UDP
,_REQUEST
RESPONSE —
é =
RESPONSE —
é =

SENDER RESPONSE ) RECEIVER




M Wireshark: Protocol Hierarchy Statistics — O X

Display filter: http

Protocol % Packets
B Frame 100.00 %

Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s

= Ethernet 100.00 %
= Internet Protocol Version 4 100.00 % 0.000
=! User Datagram Protocol m_ 0 0 0.000
Hypertext Transfer Protocol w 12 2750 0.000
=l Transmussion Control Protocol 23.00 % 0 0.000
543 0.000

Online Certificate Status Protoco 6.25 %
6.25 %

=y

= Hypertext Transter Protocol - 25.00 %
I
J

eXtensible Markup Language

= KaHaneH Cnomn

= [pexxosu Cnoun
== TpaHCNOPTEH CNOU
= [IpunoxxkeH Chown

Help Close




Client

Server

Sends ‘SYN’

(seq =m)

Receives'SYN’
(seq =n)

ReceivesACK’
(ack = m+1)

Sends ACK’

Receives'SYN’
(seq = m)

Sends’'SYN’
(seq =n)

Sends ‘ACK’
(ack = m+1)

Receives’ACK’

(ack=n+1)

(ack = n+1)




