yrn. GET m
POST 3aaBkw.

MBaH ApabamKuincKiy




Client-server apxuTekTypa.

HTTP Request.

HTTP Request Method.

API



~
gargaszinfo

Network Process
10 application

Data representafion
and encrypton

DNS , WWW/HTTP

P2P,EMAIL/POP,SMTP [ NS
Telnet, FTP 7. Application

recognizing data .
HTML, DOC, JPEG, MP3, AvI [ICHREEECIC I

Sockets. Session establishment 5
in TCP, SIP, RTP 5. Session
RPC - Named pipes,

e ———————————
TCP, UDP, SCTP, SSL, TLS 4. Transport

IP, IPsec, ICMP, IGMP, OSPF 3. Network

Ethemet, 802.11, MAC/LLC,VLAN, ATM, HDP s
Fibre Channel Frame Relay, HDLC, 2. Datalink
PPP, Q.921, Token Ring, ARP

RS-232, RJ45, V.34, 100BASE-TX, SDH, DSL, 802.11 1. Physical




Request

MeTop, MuT Mpotokon

GET /example HTTP/1.1
Host: example.com

Xeobpu
<data>

Response

Craryc Craryc

MpoTokon
koA cbobLleHue

HTTP/1.1 200 OK
Content-Type: text/plain

Xeobpu
example



HTTP MeTtoau

MeTop

GET

POST

PUT

PATCH

DELETE

HEAD

OPTIONS

Be3onaceH?

NpoeMnoTeHTeH?




HTTP CraTtyc KogoBe

ls there a

th >

-
( 4XX Response \\I ( 5XX Response ) 1% Basponsal
\\ ./ S~— _./




HTTP CraTtyc KogoBe

1xx - informational
o 100 Continue

2XX - success
o 200 OK
o 201 Created
o 204 No Content

3xx - redirects
o 301 Moved Permanently
o 302 Moved Temporarily
o 304 Not Modified

4xx - client errors

(@)

@)
@)
@)
@)

400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
418 I'm A Teapot

5XX - server errors

(@)

500 Internal Server Error



HTTP Xepgbpwu

KnueHTt / Request

CobpBbp / Response

Content-Type, Content-Length

Cookie
Authorization

Origin, Access-Control-Request-*

If-Modified-Since, If-Unmodified-Since

If--None-Match, If-Match

Set-Cookie
WWW-Authenticate

Access-Control-Allow-*

Cache-Control, Expires !

Last-Modified

ETag



URL

http://www.example.com:80/path/to/resource?key1=value1&key2=value2

[omenH nve b1 fo pecypca

f t

l l l

Cxema/npoTokon MopT Query napametpu



API lNpumepu

PernctpupaHe Ha noTpebuTen
POST /users
Auth: None

[lobaBsHe Ha Urpa oT noTpebuTen
POST /games
Auth: User

[MpomMsaHa nHpopmMaumaTa 3a
KOHKpeTHa urpa

PUT /games/:game id
Auth: User

CnncbK C Urpu
GET /games?page=1&pageSize=10
Auth: User

3TprBaHe Ha urpa
DELETE /games/:game id
Auth: User

[lo6aBsiHe Ha KOMeHTap 3a Urpa
POST /games/:game id/reviews -
Auth: User

@



HTTP lNpumepu

Request

POST /games HTTP/1.1
Host: localhost:3000
Content-Type: application/json

{ “name”: “Dixit”,
“averageDuration”: “15
minutes” }

Response

HTTP/1.1 401 Unauthorized



HTTP lNpumepu

Request

POST /games HTTP/1.1

Host: localhost:3000
Authorization: Basic Xhabdsfj
Content-Type: application/json

{ “name”: “Dixit”,
“averageDuration”: “15
minutes” }

Response

HTTP/1.1 201 Created

Etag: foobar

Content-Type: application/json
{ “id”: 1, “name”: “Dixit”,
“averageDuration”: “15 minutes”

}



HTTP lNpumepu

Request

DELETE /games HTTP/1.1
Host: localhost:3000
Authorization: Basic jlksDF032

Response

HTTP/1.1 403 Unauthorized
Content-Type: application/json

{ “error”: “Only the owner can
delete a game” } !



HTTP lNpumepu

Request

GET /games/1 HTTP/1.1

Host: localhost:3000
Authorization: Basic Xha5dsfj
If-None-Match: foobar

Response

HTTP/1.1 200 OK
Etag: bazmaz

Content-Type: application/json

{ “id”: 1, “name”: “Dixit”,
“averageDuration”: “15 minutes”

}



HTTP lNpumepu

Request Response

GET /games/1 HTTP/1.1 HTTP/1.1 304 Not Modified
Host: localhost:3000

Authorization: Basic Xha5dsfj
If-None-Match: bazmaz



Resource-Oriented apxutektypu

CbpBbLPbLT € KONeKUusa oT pecypcu / JaHHU

KnneHTBbT MaHuUNynupa Tesv pecypcu / AaHHU

Bcrukin 3a9BKUN, KOUTO KJIMIEHTUTE N3NPaLLaT KbM CbPBBbPAa, Ca Moj,
dopmaTa Ha CRUD onepauuy no pasnnyHy pecypcu



REST ycayrw.

CodTyepeH apxnTekTypeH cTus, cb3gaaeH ot Roy Fielding npes 2000 rogunHa. Beekn AP, koiito cneasa REST wabnoHa 3a
On3aiH ce Hapuya RESTful API.

[Mo-npocTto kasaHo REST API e neceH HauvH [1Ba KOMMIOTbPa Aa KOMYHUKMPAT nomexay e ype3 HT TP no cblimd HauuH, no
KOVITO KOMYHWUKMPAT KIIMEHTUTE U CbPBBPUTE.



AbpeBuaTtypa?

- REpresentational
- State
- Transfer



REST apxutekrtypa

e REpresentational State Transfer, Bug ROA

e  XapaKTepucTuKu:

(@)

(@)

KnueHT-cbpBbp apXuTeKTypa

Stateless - CbpBBbPBLT He Na3n CbCTOSHME 3a KNNEHTUTE

KewwnpaHe - BCeku pecypc onpeaens aanu Moxe aa 6bae Kelmpad
MHOroCNOWHOCT - KNIMEHTHT He MOXeE [1a pa3bepe Aanu Ci FoBOpY
[VPEKTHO CbC CbPBBP WK ¢ npokck/load balancer.

EnHopoaieH uHTepdeiic Mex y KNneHTa v CbpBbpa



REST apxutekrtypa

e [IpeamMMmcCTBa:
o Ckanupyemoct
o JlecHa nogapbxka
o WVHTYWTWBEH MHTEpdENC
o Jlo6po pasaeneHne Ha 0TrOBOPHOCTUTE
e Hepgocrtatbum
o W3nckBaHeTo 3a Stateless CbpBbP MOXeE Aa Cb3Aa/le YCI0KHEHNS
o MopgenupaHeTo Ha BU3HEC NornKaTta C PeCYpPCU He BUHArK e flecHa

3ajaya



Kakeo npasu egHo APl RESTful?

KnueHT-cbpBbp apXMTeKTypa CbCTaBeHa OT KNMEHTY, CbPBBPY 11 PECYPCH, KOUTO Ce JOCTbNBAT Npes3
HTTP.

Stateless KNMeHT-CbPBbP KOMYHMKALMA. TOBa 03Ha4aBa, Ye MHHDOPMALIMS HEe Ce 3ana3Ba Mexay
OTAENHUTE get 3aaBKM 1 BCSIKa 3asiBKa € OTAENHA 1 HECBbP3aHa C ApyruTe.

Bceku pecypc ce onpeaens no CnefHns HaumH:

Octoser URI, Hanpuwep SRS ety]
Cratiaapten HTTP merop - NN R Ot

Tun Ha pecypca



[Jo6pu NnpakTUKun




U3anonseame JSON dopmarT 3a
UsnpawaHe n nosiy4yaBaHe Ha AaHHU

JavaScript nma Beye roToBM HaumnHK MeToam 3a paboTa ¢ JSON o6ekTy (fetch API), 3aLL0To Te ca OCHOBHO
HanpaBeHu 3a Hesi. ECTECTBEHO BCUYKM pYrk NPOrpaMHm eauuy kato Python n PHP cbulo nmat 6ubnanotekn u
meToan 3a 3a JSON faHHK.

3a f1a CMe CUTYPHY, Ye KNWeHTUTe uHTepnpeTupat JSON aaHHIUTe NpaBUaHO TPAGBa Aa CROXVM

B PEKYECT Xebpa

OT cTpaHaTa Ha ChpBbPa A0cTa hpeliMbypL Beye NpasaT Toa aBToMaThuHO. Hanpumep SR



N3nonsBame CbL,EeCTBUTENHN BMECTO
rnaronu B UMmeHaTa Ha endpoint-ute

ToBa e Taka, 3aLl0T0 BCEKM pecypc ce onpenend ot NbT U METOA. MeToaunTe Beye ca C MeHa rnaronu - -

Tosa ca ocHoBHUTe CRUD (create, read, update, delete) onepatv.

MpuMep: eant endpoint He TpsAGBa Aa M3rnex/aa Taka

A no-ckopo Taka:

HakpaTHo, Tps6Ba aa octaBiM HTTP MeToanTe aa onuceaT KakBo npasu endpoint-a. GET B3nma aaHHu, POST,
Cb3aasa aaHHu, PUT npomers, DELETE naTpuBa.

L S



MmeHaTa Ha KoneKunTe ga ca B
MHOeCTBEeHO YUCno



[lpaBuUnHU CcTAaTyC KOAOBE B

STATUS CODE RANGE

100-199

300-399

400-499

500-599

06paboTKa Ha rpeLlKku

MEANING

Informational Responses
For example, 102 indicates the resource is
being processed

Redirects
For example, 301 means Moved
permanently

Client-side errors i
400 means bad request and 404 means
resource not found

Server-side errors |
For example, 500 means an internal server
error ’ — | \\)

e
)



I3non3BaHe Ha BAIOXEHU NbTULlA
3a ga NnoKa)Xem penauuvna

ST DDRN IS VISSEISYRNENEN - G/ 611710 BanVAHO BNarake.

[ https://mysite. com/posts/postld/comnents [CHIE



N3nonsBaHe Ha dpunTpupaHe, copTUpaHe u
HOMepupaHe Ha CTpaHULUMU 3a Aa B3emeMm
HeobxoaumuTe gaHHU



[Job6pa goKymeHTauunsn

@ swaggerul P —
< C @ localhost:8000/api-docs/#/

Example Express API with Swagger

This is a simple CRUD AP a

ation mad

with Expre:

and documented with e

Servers

Books R
/books/ Lists all the books —
/books/ Creates a new book =
/books/{id} Getsa book by id -
/books/{id} Updates a book =
IEEESE] /books/{id} Deietes abook by id -

Schemas



U3npawaHe Ha gaHHM ype3 HTMIL
dbopmu




GET

html>
lang=

charset=
http-equiv= content=
name= content=

action= method=

for=
name=

> # *»00 :

for=




[® é_] Elements Console  Recorder & Sources Network Performance Memory  Application Lighthouse » B2 & X

® 0 v Q Preserve log | [J Disable cache Nothrottling ¥ T | 4+ % -3
Filter [J Invert [ Hide dataURLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other
[ Has blocked cookies [ Blocked Requests [ 3rd-party requests

A 10ms 20ms 30ms 40ms s0ms 60ms 70ms 80ms 0ms 100ms 110
Name X Headers Payload Preview Response Initistor Timing Cookies

N3npaTtTm saABKa pE— e

Request URL: http://localhost:8000/7say=Hi&to=Mom
Request Method: GET

Status Code: @ 364 0K

Remote Address: [::1]:8000

Referrer Policy: strict-origin-when-cross-origin

v Response Headers View source
Connection: keep-alive
Date: Thu, 67 Apr 2022 06:64:22 GMT
ETag: W/"1b-AfTu+05pzNIIfRHGvk/wIghVPAU"
Keep-Alive: timeout=5

X-Powered-By: Express

v Request Headers View source
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif,image/webp,image/apng,
*/*;0=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.9
Connection: keep-alive
Cookie: ga=GA1.1.2143028463.1642189803; _scid=al82bf70-af38-4646-9781-36fc6897e7cf; gcl au=1.
1.297332533.1642189804; uetvid=6555e4f0744a311ec923b597bd06b8d3; unbxd.userId=uid-164218986383
0-93414; vabuyAb=AAAAAX5a09YFdIDVc5577gNhgo4JZN7RLIpRh DL3fG7nu3u7wGNOFIC; clck=uo7ph8|1jey9|
0; channelcloser=referrer; WC_PERSISTENT=mQ26DPR%2BEi%2F561Dmj%2FXq2yT%2B2z00%3D%0A%3B2622-63-09
+05%3A53%3A30.618 1643626737237-2400 10151; channelflow=referrer|other|1649422397425; smtrrmkr=
637824272236156638%5E017e8ble- ce94-4a0d-9d54-dbSfb1c17889%5E617f6ebd - aabc - 484b-975¢-Ba2189daede
T%5EG¥5E84.238.221.72; _ga S4NMRM2LBX=GS1.1.1646832455.103.1.1646832489.26; utag main=sperks:tr
uesdc_visit:100S sn:145% se:395 ss:0$ st:1647068098356$v_id:017e5a290f3e0088f8876d1452c00506800

_1d:1647066. Bexp-session$_pn:1%3Bexp-session

Host: localhost: 8000
IF-None-Match: W/"1b-AfTu+85pzNIIfRHGVK/wWIgWVPAL"
Referer: http://127.0.6.1:5560/

“99", "Chromium®™;v="100", "Google Chrome";v="160"

sec-ch-ua: " Not A;Brand™;v=

sec-ch-ua-mobile: 70

sec-ch-ua-platform: “Linux"

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: cross-site

Sec-Fetch-User: 71

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/168.6.
4896.60 Safari/537.36



POST 3aaBKaTa usnpawia n Ta10

html
lang=

charset=
http-equiv= content=
name= content=

action= method= X -
Jurces Network Performance Memory Application > B 10 o
for= i eeting do yot =
name-= id- value= e Nothrottlng ¥ ™ + ¥

. s All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other
or= Y you € T ] 1
name= id= values= y requests

ms 50ms 60 ms 70 ms 80 ms 00 ms 100 ms

Name X Headers Payload Preview Response Initiator ming Cookies
B localhost v Form Data view source view URL-encoded

say: Hi

to: Mom



U Kak cb3gaBam REST API?

E){pl' ese s

v14.18.0

6.14.15



larabadzhiyski@Astea-20158:~/js/lectures/restServices/expressExample$ npm init -y
Wrote to /home/iarabadzhiyski/js/lectures/restServices/expressExample/package.json:

{
"name": "expressexample",
"version": "1.0.0",
"description": ""
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
}

"keywords": [],
*author”: "%,
"license": "ISC"

iarabadzhiyski@Astea-20158:~/js/lectures/restServices/expressExample$ npm install express

added 50 packages, and audited 51 packages in 2s

2 packages are looking for funding
run “npm fund® for details

found ©® vulnerabilities

require(

ST express

| express();
rt 3000;
F hget: | ) i
send
app.listen(port, () => {
console.log( [server]: i 1 ing at https: 1051 port

13 =
larabadzhiyski@Astea-20158:~/]s/lectures/restservices/expresscxample$ node index.]s
[server]: Server is running at https://localhost:3000







iarabadzhiyski@Astea-20158:~/js/lectures/restServices/expressExample$ npm i -D typescript @types/express @types/node
added 10 packages, and audited 61 packages in 3s

2 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

Created a new tsconfig.json with:

target: es2016

module: commonjs

strict: true

esModulelInterop: true

skipLibCheck: true
forceConsistentCasingInFileNames: true

You can learn more at https://aka.ms/tsconfig.json




Express,

Express - express();
process.env.PORT,;

Request, Response)

I »




iarabadzhiyski@Astea-20158:~/js/lectures/restServices/expressExample$ npm install -D concurrently nodemon

added 131 packages, and audited 192 packages in 10s

20 packages are looking for funding
run “npm fund® for details

found © vulnerabilities




KaKBoO apyro mo}em ga npasum ¢
express?

Request, Response)
query) ;

app.post(“/", | Request, Response)
console. log( body) ;
.sendFile

app.post( id", upload.single "] b A Request, Response) => {

" R

.status(401).json({ error

const imagePath = path.join(
createWriteStream(imagePath).write(
.redirect| : file.ori




What the middleware?

app.use(urlencoded({ exte
use(express.json());

app.
,

M

function logMethod ( Request, Response, next: NextFunction)

nethod):

log/

app.use(logMethod) ;




ABTEeHTUKauuma?

Request,

rs.authorization

.status(403)
.send({ success:

next();

L)
J ’

.status(403).json({ success: false, message:




Hue nckame RESTful API -> Tpabea

aa Bpbwame JSON.

app.get| U Request, Response) => {
onsole. log .query); —

.json({ name:

app.post| ek Request, Response) == {
cons l,-wlt“ . ‘Log ( 3 t od ‘ p:2
.json({ .body

app. pOSt\ P pload", L.“:;‘_,(_;g{j ) Sin9181 File"), ( Request,

f 1 - e) i
.status(401).json({ error:

t 1magePath ]01nw dirname, publi :
createerteStreamwitnr ePath ertef .file.buffer);
.json({ path: ttp://loca : 80 lia

Response) => {




KaKk 06uKHOBEHO usrnexga eauH
RESTful API?

) createNewBook({

Pick<Book, 1 >): Book {

lath.random().toString(),

te.now( ),

) ) 1 saveItToTheDatabase Book)
books [harryPotterAndThePhilosophersStone]; true
app.get("/I . Request, Response)

.json({ app.post( v Request, Response)

st book createNewBook .body

.status(400).send

app.get( s B S Request, Response) => {
onst book = books. find( ) => .id .params.id

saveltToTheDatabase(book) ;

.status(404).send(); L
.status(400).send();



Swagger?




Bbunpocu?




